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The first public look — ever —into a secret voting system

Author and historian Thom Hartmannwrites:*

“You’d think in an open democracy that the government —
answerable to all its citizens rather than a handful of corpo-
rate officers and stockholders — would program, repair, and
control the voting machines. You’d think the computers that
handle our cherished ballots would be open and their soft-
ware and programming available for public scrutiny...

You’d be wrong.

If America still is a democratic republic, then We, The People
still own our government. And the way our ownership and
management of our common government (and its assets) is
asserted is through the vote...

Many citizens believe, however, that turning the program-
ming and maintenance of voting over to private, for-profit
corporations, answerable only to their owners, officers, and

stockholders, puts democracy itself at peril.”

* % * % %

Historianswill remind us of aconcept called “the public commons.” Public
ownership and public funding of thingsthat are essential to everyone meanswe
get public scrutiny and asay in how thingsarerun.

When you privatize athing like the vote, strange things happen.
For example, you can’t ask any questions.

JimMarch, aCdliforniaRepublican, filed apublic recordsrequest? in Alameda
County, California, to ask about the voting machines they had entrusted with his
vote. The county'sreply?:
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“Please be advised that the county will not provide the infor-
mation you requested...The County will not allow access or
disclose any information regarding the Diebold election sys-
tem as any information relating to that system is exempted
from the PRA (Public Records Act)...The system provided by
Diebold Election Systems Inc. (“DESI”) is a proprietary sys-
tem that is recognized as such in the contract between the
County and DESI...

...The County contends that the official information privilege
in section 1040 of the Evidence Code is applicable because
the information requested was acquired by the County in
confidence and the County is required to maintain its confi-
dentiality. Any copying or disclosing of such information would
violate the license agreements...”

When | called ES& S to ask the names of its owners, the company simply
declined to takemy call.

When former Boca Raton, Florida, mayor Emil Danciu requested that Dr.
RebeccaMercuri, perhaps the best-known expert on electronic voting in America,
be allowed to examine the inner workings of Palm Beach County’s Sequoiama-
chines, the judge denied the request, ruling that neither Mercuri nor anyone else
would be allowed to see the code to render an opinion.*

When best-selling author William Rivers Pitt interviewed Dr. David Dill, a
professor of computer science at Stanford University, about hisexperience with
voting machines, Pitt got an earful about secrecy:®

Dr. Dill says that when he started asking questions, he got answers that
made no sense. “ It isfrustrating because claims are made about these systems,
how they are designed, how they work, that, frankly, | don’'t believe,” saysDill.
“In some cases, | don’t believe it because the claimsthey are making are impos-
sible. | am limited in my ability to refute these impossible claims because all the
dataishidden behind aveil of secrecy.”

When members of the CaliforniaTask Force on Electronic Voting tried to
find out how the machines were tested, Wyle and Ciber (the primary “Indepen-
dent Testing Authorities” — I TAs) declined to answer.
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“We wanted to know what these ITAs
do," said Dill. “ Soweinvited them to speak
to us...They refused to come visit us. They
were also too busy tojoin usin aphone con-
ference. Finally, out of frustration, | wrote up
ten or fifteen questions and sent it to them
viathe Secretary of State’soffice. They didn’t
feel like answering those questions, either.”

“1f you go to their Web

pages, it says, 'If you'd like

to know something about

us, please go to hell' in the
nicest possible way.”

— Dr. David Dill

Sanford Univ.

If the ITAs won't answer questions,

what about the manufacturers? “What testing do the manufacturers do?’ asks

Dill. “1f you go to their web pages, it says, 'If you' d like to know something about

us, please go to hell' in the nicest possible way.”

* k k k %

You can’'t examine amachine or even look at amanual. David Allen, one of
the many computer techswho hel ped coach me through the writing of thisbook,
al so happensto be my publisher.

“These things are so secret we' re supposed to just guess whether we can
trust them,” he said. “We' ve got to get our hands on atechnical manual some-
how.”

| promised him, somewhat doubtfully, that I d try calling some programmers
toseeif | could find oneto cooperate. | was most interested in ES& S— at that
time, | hadn’t done much work at all on Diebold Election Systems. | entered
“ @essvote.com” into the Google search engine, looking for e-mailswhich might
giveme names| could contact, and found afew dozen employees who work for
ES&S.

| felt cowardly about calling them. What would | say?“Hey, let me see a
manual?’ So | stalled by convincing myself that | should find as many names as
possible. | got somefrom Sequoia. Then | entered “ Global Election Systems” and
found some old documentswith e-mailsending in “gesn.com.”

On page 15 of Google, looking for anything with “gesn” init, | found aWeb
page. (You can still find this page at www.archive.org for GESN.com. The FTP
link still appears.)
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Noun or verb?

|
H rob-georgia, zip

What do you do when you find 40,000 secret files on an unprotected file
transfer site on the Internet? Probably just look and go away. But what if you
have pledged allegiance to the United States, and to the republic for which it
stands?

What if you knew that the devil went down to Georgiaon Nov. 5, 2002, and
handed that state an el ection with six upsets, tossing triple-amputee war veteran
Max Cleland out of the U.S. senate in favor of acandidate who ran ads calling
Cleland unpatriotic? Suppose you knew that in Georgia, the first Republican gov-
ernor in 134 years had been el ected despite being behind in every poll, and that
African American candidates fared poorly evenin their own districts? Knowing
this, supposeyou saw afilecalled “rob-georgia,” looked inside, and found in-
structionsto replace the Georgiavoting program files with something unknown.

| don’t know about you, but I’'m a52-year old grandmaand | never expected
to have to make achoicelikethis. | wanted someone elseto take care of it. We
need investigators like Woodward and Bernstein, | thought, so | called the
Washington Post. Of course, Carl Bernstein isn’t there any more, but | left a
spicy message on Bob Woodward'svoicemail. Never heard from anyone. | learned
that Washington Post reporter Dan Keating was doing a story on voting ma-
chines, so | called him.

“So, will you call Diebold and find out what 'rob-georgia is?’ | asked.

“No.”

“Why not?’

“Because | don’t think ‘rob-georgia could possibly mean rob Georgia,” he
said.
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| 1eft a somewhat more agitated message on Bob Woodward’ s voicemail and
submitted my experienceto aWeb site called Media Whores Online.

Thesefilesmight contain evidence. Thesefilesmight go away. | called people
in various places around the world and urged them to go look at rob-georgia. |
thought long and hard. And then | downloaded thefiles, all 40,000 of them. It took
44 hours nonstop. | gave them to someone | trust, who put them in asafe deposit
box, and therethey sit to thisday.

Why intheworld would an ATM manufacturer like Diebold |eave sensitive
files hanging out there on an unprotected I nternet site? | made afew phonecalls,
which confirmed that Diebold knew the site was unprotected, and found out that
the site had been therefor years. (See appendix for interviewswith Guy Lancaster,
Josh Gardner and Kerry Martin.)

| kept asking if anyone knew who Rob was. Everyonetold metherewasno
employee named Rob in Georgia.

Perhapsrob wasaverb?

“rob-georgia’ isazip filewith whole bunch morefilesinsideit. It ssemsto be
some sort of aprogram modification, which isagreat way to slip any damn thing
you want into a voting machine without anybody noticing. Here’'s what | saw
when| clickedit:

I8 rob-georgia. zip
IC)Place the contents in the Gems Folder
ICReplace what is in the Gems Folder with these
TR Un this program-Install To=C-Winnk-System32
IE] Instruckions, bxk
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Why did they replace voting machine stuff? Did they replace voting machine
files? Googling around with various* Georgia, voting machine, Diebold” search
words, here’swhat popped out:

16 Sep 2002 Memo from Chris Riggall (press secretary for
Georgia Secretary of State Cathy Cox): “Diebold program-
mers developed a patch which was applied to the units de-
ployed in Hall and Marion counties, and we were pleased
that not one freeze was reported among the tens of thou-
sands of votes cast there. Unfortunately, we simply did not
have the time to apply the patch to the demo units, but that
is now occurring to all units in all counties and the last incre-
ment of shipments from Diebold had this fix loaded before
leaving the factory.”®

A program modification was needed because the touch screenswere freez-
ing up, crashing the machines. Makes sense. The problem must be abig oneto
justify modifying the progam on all 22,000 voting machinesin Georgia. But wait a
minute—

“Before being considered for acquisition in Georgia,” states the Media
Backgrounder put out by the Georgia Secretary of State Press Office, 7 “...soft-
ware is examined for reliability and hardware is subjected to a variety of
‘torture tests.’ The state testing examines both hardware and software for
accuracy and reliability, and mock elections are conducted on the equip-
ment, witnessed by county election officials.” The document namesWyle L abo-
ratoriesand Ciber, Inc., citing their “ extensive experiencein NASA-rel ated test-
ing.”

So how did these NA SA-testing | abbs miss something so obviousthat all 22,000
voting machines had to have a program modification to keep them from crashing?

“ItisDiebold Election Systems, Inc. policy that the only acceptable |evel
of conformanceis Zero Defects,”® Diebold wrote to certifier Wyle Laboratories
initslatest touch-screen certification documents. Okay, we all know that ‘ zero
defects' isone of those termsthat sounds good and doesn’t happen. But we ought
to at least hold Diebold to this: "The manufacturing test location, test date, and
inspector initials will be recorded on a label on every voting machine.”
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Whoseinitials, from thefactory,
are on the Georgia machines?
Anyone's? 1. Hardware testing: Wyle Labs

InitsRFPsoIiciting purchaseby 2. Software testing: Ciber Inc.

thestate of Georgia, Dieboldsubmit- 3. Every machine tested at
ted thefollowinginits“ Schedulefor Diebold factories

Deployment”: ° 4. Rigorous testing on arrival at

“Prior to our GEMS[J hard- the Georgia warehouse
ware installation at each Georgia 5. Testing when delivered to
county, the hardware will be each of Georgia's 159 coun-
staged in McKinney, Texas for ties
software integration and testing.”

Aspart of theinstallation process, Diebold promised that all software and
drivers(small programswhich "drive" specific pieces of hardware such as print-
ers, touch-screens, modems) would be loaded prior to being shipped to Georgia.
and according to the Georgia Secretary of State MediaBackgrounder:

“Before leaving the factory, each touch screen terminal receives a diag-
nostic test.”

If they “ staged the hardware” and did software integration and testing and
loaded everything and then tested each voting machine before shipping it to Geor-
gia, why did every one of the machines need modifications, in order not to crash,
after they reached Georgia?

The machines were shipped to Georgiain June 2002. And oncethey arrived,
we aretold, there was moretesting:

“Upon arrival at Diebold’s central warehouse in Atlanta, each unit was
put through a diagnostic sequence to test a variety of functions, including
the card reader, serial port, printer, the internal clock and the calibration of
the touch screen itself. These tests were audited by experts from Kennesaw
Sate University’s Center for Election Systems.” This statement, on Georgia
Secretary of State letterhead, remains posted on the state's Web site as of the
writing of thisbook.
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“ After shipment to each of Georgia’s 159 counties, county acceptance
testing (which consists of the same types of diagnostic procedures) was per-
formed by KSU staff on each voting terminal.”

Was thistesting rigorous? Yes, rigorous, they promised. According to the
MediaBackgrounder: “ Georgia’s multi-tiered el ection equipment testing pro-
gram, among the most rigorous in the nation.”

Could someone take a moment to do the math with me? If thistesting is
“rigorous,” might we expect them to invest, say, 10 minutes per machine?

Thetesting described by Diebold and Secretary of State documents adds up
to every touch screen unit being tested three times before it getsto the renowned
“logic and accuracy” test.

22,000 machines x 10 minutes = 220,000 minutes
220,000 minutes x 3 times = 660,000 minutes.
Divide by 60 minutes = 11,000 hours.

Divide by 40-hour work week = 275 work weeks, or 68
months

68 months divided by 12 = 5.7 years
Amount of time available for acceptance testing: 4 months
NOW ADD PEOPLE:

68 months divided by 4 = 17 people working 40 hours per
week for 4 months doing nothing but rigorous testing.

Doyou believethey did all the testing they claim to have done? Call mea
skeptic. | want to see the payroll records on that.

What does all that modifying at the last minute do to security? Wait — don’t
program modifications need to be recertified? How many people had to get ac-
cess to these machinesto do this? Wasthislegal ?

And what exactly wasin rob-geor gia.zip?

With so many unanswered questions, we decided to ask the public officials
responsible for voting systemsin the state of Georgia about these program
modifications.
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Feb. 11 2003: Interview with Michagl Barnes, Assistant Director of Electionsfor
the state of Georgia:*°

Harris: “lI want to ask you about the program update that
was done on all the machines shortly before the election.”

Barnes: “All right.”

Harris: “Was that patch certified?”
Barnes: “Yes.”

Harris: “By whom?”

Barnes: “Before we put anything on our equipment we run
through state certification labs, and then, in addition to that,
we forwarded the patch to Wyle labs in Huntsville ... Wyle
said it did not affect the certification elements. So it did not
need to be certified.”

Harris: “Where’s the written report from Wyle on that? Can
| have a copy?”

Barnes: “I’'d have to look for it | don’t know if there was ever
a written report by Wyle. It might have been by phone. Also,
in Georgia we test independently at Kennesaw University —
a state university.”

Harris: “Can | see that report?”

Barnes: “You'd have to talk to Dr. Williams, and he’s out of
town. He’s in Lincoln. Dr. Williams is on the National Associa-
tion of State Election Directors (NASED) certification, and |
think he’s also at Kennesaw University. He does the certifica-
tion for the State of Georgia.”

Harris: “Was this new patch tested with a Logic and Accu-
racy test, or was it tested by looking at the code line by line?”

Barnes: “Logic and Accuracy, and also they verify that our
version is identical and also any software is tested through
Ciber and Wyle.”

Harris: “But Wyle decided not to test the patch, you say.
Was this patch put on all the machines or just some of the
machines?”
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Barnes: “All the machines.”

Harris: “So every machine in Georgia got this program up-
date.”

Barnes: “Yes, every one of the machines used on election
day in November. If it had been sent out to counties prior
already, Diebold and their technicians went out and manu-
ally touched every machine. Some of the machines were still
at the manufacturer, they did the patches on those.”

Harris: “How long did it take to do patches on — what was
it, around 22,000 machines?”

Barnes: “It took about a month to go back out and touch the
systems.”

Harris: “Can you tell me about the procedure used to install
the patches?”

Barnes: “The actual installation was a matter of putting in a
new memory card. [memory card: like a floppy disk, but
shaped like a credit card. Sometimes called PCMCIA card.] It
took about one and a half minutes to boot up... [discussion
of slots and memory cards]. They take the PCMCIA card, in-
stall it, and in the booting-up process the upgrade is installed.”

Harris: “Where did the actual cards come from?”

Barnes: “Diebold gave a physical card — one card that acti-
vates each machine. There were about 20 teams of techni-
cians. They line the machines up, install the card, turn on,
boot up, take that card out, move on, then test the machine.”

Harris: “Were people driving around the state putting the
patches on the machines?”

Barnes: “Yes.”

Harris: “What comment do you have on the unprotected FTP
site?”

Barnes: “That FTP site did not affect us in any way shape or
form because we did not do any file transferring from it. None
of the servers ever connected so no one could have trans-
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ferred files from it. No files were transferred relating to state
elections.”

Harris: “How do you know that no one pulled files from the
FTP site?”

Barnes: “One voting machine calls the servers and uploads
the info. We don’t allow the counties to hook up their servers
to a network line.”

Harris: “l notice that one of the things the network builder
put on the [county] machines was a modem.”

Barnes: “The only time you use the modem is on election
night. That is the only time the unit was used, was election
night when they plug it into the phone...[details on prepara-
tion of vote databases]”

Harris: “Having the screens freeze up is a pretty severe er-
ror — how did 5% of the machines get out of the factory with
that? How did they get through Wyle testing labs?”

Barnes: “All | know is that the machines were repaired.”

Harris: “How do you know that the software in the machines
is what was certified at the labs?”

Barnes: “There is a build date and a version number that
you can verify. Kennesaw University did an extensive audit
of the signature feature — Dr. Williams and his team went
out and tested every machine afterwards to make sure noth-
ing was installed on them that shouldn’t have been.”

Harris: “They tested every one of 22,000 machines?”

Barnes: “They did a random sampling.”

Feb. 12 2003: Interview with Dr. Britain Williams, Kennesaw Election Center,
an organization funded by the Georgia Secretary of State.'*

Harris: “l have questions regarding your certification of the
machines used in Georgia during the last election.”

Dr. Williams: “For the state of Georgia — | don’t do certifica-
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tion. The law gives the Secretary of State the authority to
say what systems are certified and what are not. What | do
is an evaluation of the system...[details on certification]”

Harris: “What was your involvement in certifying the pro-
gram patch that was put on? Did you actually certify the patch,
or did you determine that it was not necessary?”

Dr. Williams: “Part of our testing program is when these
machines are delivered, we look at the machines and see
that they comply. And in the process of doing that — repre-
sentatives of Kennesaw University did this — we found about
4-5 percent of the machines were rejected, not all because
of screen freezes, but that was one of the problems.”

Harris: “It was the screen freezes that caused them to issue
a program patch?”

Dr. Williams: “Yes. The vendor [Diebold] created a patch
addressing the screen freezing. It made it better but didn’t
completely alleviate the problem.”

Harris: “Did you do a line-by-line examination of the original
source code?”

Dr. Williams: “For the original — no. We don’t look at the
source code anyway; that’'s something done by the federal
ITAS.”

Harris: “Did you do a line-by-line examination of the patch?”

Dr. Williams: “The patch was to the operating system, not
to the program per se.”

Harris: “It only changed Windows files? Do you know that it
didn’t change anything in the other program? Did you exam-
ine that?”

Dr. Williams: “We were assured by the vendor that the patch
did not impact any of the things that we had previously tested
on the machine.”

Harris: “Did anyone look at what was contained in the re-
placement files?”
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Dr. Williams: “We don’t look at source code on the operat-
ing system anyway. On our level we don’t look at the source
code; that's the federal certification labs that do that.”

Harris: “Did you issue a written report to the Secretary of
State indicating that it was not necessary to look at the
patch?”

Dr. Williams: “It was informal — not a report — we were in
the heat of trying to get an election off the ground. A lot was
done by e-mails.”

Harris: “What month did you install that program patch?”

Dr. Williams: “When we took delivery, we were seeing that
the patch was on there.”

Harris: “I have a memo from the Secretary of State’s office
that is dated in August [Sept. 16, actually], and it says that
due to a problem with the screens freezing, a patch was go-
ing to be put on all the machines in Georgia. It references a
Rebecca Mercuri report..[Dr. Williams discusses Dr. Mercuri]”

Harris: “...Apparently, someone had already taken delivery
on these machines and they had already been shipped out
around the state before the patch was applied, is that right?”

Dr. Williams: “The patches were done while we were doing
acceptance testing. One of the things we looked for during
acceptance testing was to make sure the patch was put in.”

Harris: “But as | understand it, a team of people went around
the state putting these patches on.”

Dr. Williams: “By the time they put the patches in, the ma-
jority of the machines had been delivered. Actually, it was
going on at the same time. When they started putting the
patches in around the state, we tested the machines where
they did that [put the patches in] at the factory.”

Harris: “When | spoke with Michael Barnes, he said that you
tested all the machines, or a random sampling of the ma-
chines, after the patch was put on.”

Dr. Williams: “We had five or six teams of people with a test
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script that they ran on each machine —”
Harris: “The test script did what?”

Dr. Williams: “The test script was generic. It was in two parts.
One part tested the functionality of the machine. It was a
hardware diagnostic; it primarily tested that the printer
worked, that the serial port worked, that the card reader
worked, tested the date and time in the machine, and to an
extent checked calibration of the machine. Then if it passed
all of those, it tested the election. We loaded a small sample
election in, the same as the one used during certification test-
ing, and we ran a pattern of votes on there.”

Harris: “You mean a Logic and Accuracy test?”

Dr. Williams: “Yes. A little miniature election. If the machine
passed, we wrote it up and sent the report back to the of-
fice. If it failed — if it froze up or there were other failures,
and there were some of those, like the card reader was bro-
ken or the case was broken — then we didn’t pass it.”

Harris: “Can you tell me about the digital signature?” [A digi-
tal signature is used to show that no changes in the soft-
ware were done.]

Dr. Williams: “That’s part of the test that involves looking at
the software — putting the patch on wouldn’t change the
digital signature.”

Harris: “But if you put in a program patch, wouldn’t that show
that a change has been made?”

Dr. Williams: “No, because the patch was only in the Win-
dows portion — there was no digital signature check on the
operating system...”

[discussion of how a digital signature works]

Dr. Williams: “They write the source code and the source
code is submitted to the federal lab. When it passes the lab
they freeze the source code; at that point it’'s archived. Any
change after that is subject to retesting."

Harris: “What was the security around the creation of the
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cards used to implement the patch?”

Dr. Williams: “That’s a real good question. Like | say, we
were in the heat of the election. Some of the things we did,
we probably compromised security a little bit. Let me empha-
size, we've gone back since the election and done extensive
testing on all this.”

Harris: “Based on your knowledge of what that patch did,
would it have been needed for all the machines of same make,
model and program? Including machines sold to Maryland and
Kansas that were built and shipped around the same time?”

Dr. Williams: “Yeah, but now the key phrase is with the ‘same
system.” Maryland ran a similar version with a different ver-
sion of Windows and did not have this problem.”

Harris: “So the program was certified by the federal labs
even when it ran on different versions of the operating sys-
tem?”

Dr. Williams: “Yes, they don’t go into the operating system.”

Harris: “There was an unprotected FTP site which contained
software and hardware specifications, some source code and
lots of files. One file on that site was called “rob-georgia”
and this file contained files with instructions to ‘replace GEMS
files with these' and ‘replace Windows files with these and
run program.' Does this concern you?”

Dr. Williams: “I’'m not familiar with that FTP site.”

Harris: “Is there a utility which reports the signature? Who
checks this, and how close to Election Day?”

Dr. Williams “We do that when we do acceptance testing.
That would be before election testing.”

Harris: “What way would there be to make sure nothing had
changed between the time that you took delivery and the
election?”

Dr. Williams: “Well there wouldn’t — there’s no way that
you can be absolutely sure that nothing has changed.”

Harris: “Wouldn’t it help to check that digital signature, or
checksum, or whatever, right before the election?”
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Dr. Williams: “Well, that is outside of the scope of what some
of the people there can do. I can’t think of any way anyone
could come in and replace those files before the election —”

Harris: “Since no one at the state level looks at the source
code, if the federal lab doesn’t examine the source code line
by line, we have a problem, wouldn’t you agree?”

Dr. Williams: “Yes. But wait a minute — | feel you are going
to write a conspiracy article.”

Harris: “What I'm looking at is the security of the system
itself — specifically, what procedures are in place to make
sure an insider cannot insert malicious code into the sys-
tem.”

Dr. Williams: “There are external procedures involved that
prevent that.”

Harris: “This is exactly what | want to know. If you know
what procedures would prevent that, could you explain them
to me?”

Dr. Williams “We have the source code. How can they pre-
vent us from reviewing it? | have copies of source code that
I've certified.”

Harris: “But you said you do not examine the source code.”

Dr. Williams: “Yes, but the ITA did it. The ITA, when they
finish certifying the system, | get it from the ITA — someone
would have to tamper with the source code before it goes to
the ITA and the ITA would have to not catch it.”

Of course, they just told usthat the I TA never examined the program modi-

fications made to 22,000 machinesin Georgia.

Let'sconsider afew points here:

1. Tiny programs can be added to any program modification. The file
“Setup.exe” launches many of these, some of which are®.dll” files, which stands
for “dynamic link libary.” These are small filesthat hide inside executable pro-
grams and can launch variousfunctions (whatever the programmer tellsthem to
do.) They can be set up to delay their launch until atriggering event occurs. There
isnothing wrong with .dll files, but there is something very wrong with putting

new.dll filesinto avoting machineif no one has examined them.
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Other files, such as“nk.bin,” also contain executablesthat can literally re-
write the way the system works. The nk.bin fileis sort of like amini-Windows
operating system. If aprogrammer from Diebold modifiesthe nk.bin fileand these
modified filesare put on the voting machine without being examined, thetruthis,
we have no ideawhat that machineisdoing.

Also, any time you do a program modification, you can introduce a small
trojan horse or virusthat can corrupt the el ection.

(Hey! What’sthis?)
E[ I3 ClockFix. zip
MK bin BIM File 7/16/2002 &:48 PM

ClockFix. zip

2. Therob-georgia.zip folder includesafile called “ setup.exe” that was never
examined by certifiers. It contains many .dll files. The“clockfix” zip fileisan
nk.bin file. Someone should have looked at these.

3. Windows operating system: In order to use“COTS” software (Commer-
cia Off The Shelf) without having certifiersexamineit, the commercial software
must be used “asis’, with no modifications. If the patches that Barnes and Will-
lamsreferred to were Windows patches, the moment Diebold modified them they
became subject to certification. They did not come from Microsoft. They came
directly from Diebold. Therefore, they were not “asis, off the shelf.” Someone
should have looked at these, too.

4. Therob-georgia.zip file containstwo foldersfull of filesthat are not for
Windows. GEM Sisnot part of the Windows operating system. You don’t need to
be acomputer scientist to seethis: Just look at the file names, which instruct the
user to alter the GEM S program. Someone should have looked at these.

5. According to Dr. Williams, no one at the state level |ooked at these modi-
fications, and according to Michael Barnes, no one at the national level looked at
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them, either. In fact, no one has any idea what was on those Georgia voting

machineson Nov. 5, 2002.

Georgiacertified anillegal election. Now what?

* k k k %

Asword spread about voting machine filesfound on an open FTP site, it
became afavoritetopic of conversation on internet discussion forums...

“This could make Watergate look like a game of tiddlywinks... Get a
good seat. This could be quite along ride!”

— Truthl sAll

Best disinfectant for secret vote-counting: Sunlight

Public examination of thosefilesisthe best thing that could have happened.
It'sthe only way we can engage in an informed debate about voting machines.

Trust us: Here is the official
statement from Diebold, issued
by fax on Feb. 19, 2003:%4

“The old Global Election Systems
site has been taken down
because it contained old, out-of-
date material.”

The facts: According to
whois.sc, the site was actually
owned by Diebold, and this
“old” site had been taken down
only days earlier, and some of
its “old” files were date-
stamped just three weeks
before Diebold issued this
statement.

I’'m glad we got a look inside, but
what we found was shocking. What you
are about to read should divest you once
andfor all of theideathat we can “trust”
secret voting systems created by corpo-
rations.

TheDiebold FTP site contained com-
puter files for systems marketed by
Diebold Election Systemsand, beforethat,
Global Election Systems. Thesevoting sys-
temswereused in real elections.

There is no reason to believe that
other manufacturers, such as ES& S and
Sequoia, are any better than Diebold —
infact, one of the founders of the original
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ES& Ssystem, Bob Urosevich, alsooversaw , _
development of theoriginal software now used rob-georgia.zip?

by Diebold Election Systems. Anonymous FTP access?
LOL, unbelievable! Thisis

Because voting systems (except beyond ridiculous, these
AccuPoll*®, which is open source) are kept people couldn’t be trusted

secret, | am focusing on Dieboldin the n_ext to secure your granny’s
several chaptersonly because we can’t find system!”

out anything about the other vendors’ systems. — quimby

We do know that, according to internal
memos from Diebold employees, ES& Swas said to have apatent lawsuit pending
against Diebold predecessor Global Election Systemsat onetime'®. That isnot
surprising, because ES& S founder Bob Urosevich brought technology over to
Global Election Systems. If apatent lawsuit wasfiled, that would indicate that
some part of the system was alleged to beidentical. Also, Chapter 2 showsthat
Diebold, Sequoiaand ES& S have all miscounted el ections many times.

A word about “open sour ce”

Very reputable programs, such as the Linux operating system, have been
developed through “open source,” | etting the whole world examine the system
and suggest improvements. Some advocates confuse what happened with Diebold’s
unprotected FTP site with open source. What Diebold did, though, isquite differ-
ent.

If you never obtain public feedback to improve your software, what you have
ishorrific security, not an open source system. Hundreds of people have by now
examined the Diebold files, but it’sstill not open source because no one hasthe
slightest ideawhat Diebold has doneto correct the flaws, if anything.

If the Diebold system had allowed everyone with expertise in security, en-
cryption, hacking and database design to critique the software during devel op-
ment and then showed how it corrected the flaws, that would be open source.
Such aprocedurewould no doubt arrive at avery simple and secure program with
avoter-verified paper ballot to back it up. Australiahas devel oped an open source
voting program, and so hasAccuPoll.
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Instead, Diebold allowed only asmall handful of programmersto look at its
software. Then they put all the software (along with passwords and encryption
keys) on an open Web site and left it there for several years, where crackers
could download it, and peopleinterested in el ections could find out about it, but
respectabl e experts and citizens groups were not told of its existence or allowed
to examine anything.

I’m glad the files became avail able, but putting that kind of material on an
unprotected Web site was “ amajor security stuff-up by anyone’s reckoning.”*2
That’show Thomas C. Greene, of The Register, describeswhat Diebold did, and
he’sright. Diebold’s entire secret election system was available to any hacker
with alaptop.

Did leaving these files on an unprotected Web site jeopar dize elections?

Yes. If your elections officialstell you they still trust the system, givethem a
copy of thisbook. They were never made aware of therisks. Your congressperson
may be equally unaware. In fact, well-meaning, election supervisors and con-
gressmen generally know diddly about C++ programming, Microsoft Windows
code or remote-access security. Even if they looked at the source code (which
they are prohibited from doing), they
don’t have the expertiseto evaluateit.

Trust us: “There’s so many
checks and balances in this They trust the system because they

process.” — Linda H. Lamone think that someone else is minding the
store — secretaries of state, for ex-
Maryland State ample, or state election directors. But
Elections Board™ | ona of that makes any differenceif the
innards of your voting system, including
The facts: Poll-worker training the passwords, IPinformation and mo-
won’t compensate for insecure dem configurations have been available
or flawed computer programs. to crackersfor six years.

Asyou'll see, our certification sys-
tem isfundamentally broken. The system is secret, relieson afew croniesandis
accountableto no one. Worse, the certifiers have clearly given apassing grade to
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software so flawed that it miscounts, losesvotes
and invites people to come in the back door to

makeillicit changesto anything they want. But “Are you serious?
even thisinadequate certification system would Please tell me you're
be better than what we discovered isreally hap- not serious here?”
pening:

Diebold hasbeen using softwaredirectly off — DEMACctivist
itsFTPsite, without submittingit for certification
aal.

What a cracker could do with thefileson the FTP site

If you want to tamper with an election through el ectronic voting machines,
you want to play with:

Ballot configuration — Switch the position of candidates. A votefor one
candidate goesto the other. Thiswould be useful in precinctsthat favor one party
or candidate over another.

Voterecording— Record votes el ectronically for the wrong candidate, or
stuff the electronic ballot box.

Votetallying— Incorrectly add up the votes, or substitute abogus votetally
for thereal one, or changethevotetally whileit isbeing counted.

T trkel 287 128 Strata Flash (13} oo
E [rtel X5 Shrat aflash Mamory Spacfication Chang
'ELN'D:Q am.pdf

T Ballotstation 4-31unel1.pdf
'@pwtrainin_g.pdf

T GEMS Users Guide 1-17-15.pdf i ——
gemsmanuaIBEDDE.de T semsprotocs pof
@‘mu Found it doc [E] rel_scruTouch bt
@Usingh‘Cngrammer.dac TElouman, pof

T Socket Communications Ethermet PCMCLA
CEOpersting System Fasturss.bim
| _AcouTouch. pdf

@BallntImageDataStructure.xls
£ BALLOTS LOG

Secure-Tech Smark Card Reader ST-20IF, pdf B wikdcat SoftwareConfigurationGuide. doc
.ﬁ.ccu'-.-'-:ute-'-.-'ersiunl J4HardwareGuideRevisionl .2 [&] whnockStates et
P.u:u:u'-.-'u:ute-TS Users Guide 4.1, pdf E"-"'MMG““'?‘“-T-'":
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You' d want to find out as much as you could about procedures. No problem
— the Web site contained the Ball ot Station user manual, the Poll Worker Train-
ing Guide and at | east two versions of the GEM S User Manual, along with the
Voter Card Programming manual and hardware configuration manuals for the
AccuVote touch screen system.

The“Technical DataPackage” for the new AccuVote TSx system contains
details on procedures and security measures (take with agrain of salt).

* k k % %

It would be helpful to play with electionsin the comfort of your own home.
Not aproblem — full installation versions of ailmost all of the Diebold voting

programswere on the Web site.

 BallotStation.exe (voterecording and precinct tallying, found inthe BS

folders)

* GEM S.exe (county-level tallying of all the precincts, found inthe GEM S

folders)

* VCProgrammer.exe (programsto signin and validate voter cards)

Just about every version of the Diebold programs ever certified (and hun-
dredsthat were never certified) were available.

P.u:u:u'-.-'u:ute-TS Isers Guide 4,1, pdf

'@M-TSX Power Supply-Prinker
'@icS_getting_started.de
'@iu:3_|anguage_reference.|:u:|F
'@iESJ:ngrammers_guide.de
'BicSl_release_nDtes.de

T 1oM0A0-0130 5. pdf
IEImu;|lCa|:uFlE|:u.|:u:|F
IEInu:IusI:rialGreu:le.':'.T.':'._l .0.pdf
'@LHNDiagram.de
TLo15041061 1. pdf
IEI.-wireless ethernet PCMCIA
T Tauch Screen E77225-000.pdf
E] WRemokeTables, bxt

'@.ﬁ.ccu'-.l'ute-TSx 2,02 Fyskem Overview, pdf
'@.ﬁ.ccu'-.l'ute-TSx 2,03 3yskem Functionality Description, pdf
'@.ﬁ.ccu'-.l'ute-TSx 2,04 Syskem Hardware Specifications, pdf
'@.ﬁ.ccu'-.l'ute-TSx 2,05 Software Design and Specification, pdf
'@.ﬁ.ccu'-.l'ute-TSx 2,06 Syskem Jecurity Specifications, pdf
'@.ﬁ.ccu'-.l'ute-TSx 2,07 Syskem Test and Yerification Specificati
'@.ﬁ.ccu'-.l'ute-TSx 2,08 Syskem Operations Procedures, pdf
'@.ﬁ.ccu'-.l'ute-TSx 2,09 Syskem Maintenance Procedures, pdf
'@.ﬁ.ccu'-.l'ute-TSx 2,10 Personnel Deployment and Training e
'@.ﬁ.ccu'-.l'ute-TSx 2,11 Configuration Management Plan, pdf
'@.ﬁ.ccu'-.l'ute-TSx 2,12 Quality Assurance Program,pdf
ﬂﬂEEUVDtE-TSX 2,13 gyskem Change Mokes, pdf
'@.ﬁ.ccu'-.l'ute-TSx Hardware Guide Rev 1.0,pdf
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You’ d want to know how to usethe programs,

“You cannot build an so besides having all the installation and user
idiot-proof voting system manuals, all the*readme” fileswereavailabletoo.
becauseidiotsare so

[t might be helpful aso to know what kind of
testing the voting system goesthrough, especially
the details on the highly touted “ L ogic and Accu-
racy” testing doneright before and after the elec-
tion. After all, you' d want to make sure that what-
ever you do doesn’t get caught. Not only testing procedures, but testing samples
and instructions on how to do the testing were al so provided on the Diebold FTP
site.

ingenious.”

— ctdonath2

You' d want to see sometypical ballot configurations— or, better yet, get the
datafilescreated for actua elections. That way you’ d know the positioning of the
candidates on the ballot, and you could even get the candidate | .D. number used
by the computersto assign votes. You could do test runsusing real election files.

Onthe FTPsitewerefilesdesignated for countiesin California, Maryland,
Arizona, Kentucky, Colorado, Texas, Georgia, North Carolina, Kansasand Vir-
ginia. Somefiles, like onefor San Luis Obispo County, California, were date-
stamped on an election day (curiously, five hours before the polls closed).

The Diebold easy password method:

(71 10700-pimageneral. zip password = pima
(E norfolk election, zip password = norfolk
(] docs.zip password = voter
(27 ChrisEiellis. zip password = bellisc
@Wvle.zip password = wyle99
7 3uanr.zip password = juan

Guessing passwordsis easy. Many files are named for Diebold employees,
and many passwords are just employee names.
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The supervisor password for voting
machines at the polling placewas*1111.”
When | saw thisinthemanual, it reminded
me of buying a new briefcase. It comes
witha"default Comt.)l napon, but of course 1. Insert the Manager card into the card
you change the combination as soon asyou raeclar

start using the briefcase. 2 Enterthe password 1,1,1,1,and touch "0,
_ _ i Remove card when inslrucled.
For some reason, Diebold’'s voting 4 When the screen below appears, press the

machineswere |ess secure than your brief- “End Election” button.

case. That’s because programmers hard-

wired the password into the source code. That way, no one could change the
password and anyone inside the polling place (the janitor, a crooked politician)
could pretend to be a supervisor by entering"1111".

In case you need afancy password, thefilescalled “ passwd” might comein
handy. | don’t know if anyone found a use for the Diebold programmer pass-
words, but these were sitting there.

passwd
ken: Cx4dJrE404ushk
ouy: APHmb 3VeEBST0A
tri:GuwbhsAUFST1090

passwd--
ken: CxdJrEd40dushk
tri:TEGNh. UaiLRok

whitwan: KnSetwE/ DYC TN dmitry: dyNCBEELINDVDT
nel: f1S7 e sCmx B whitman: gSPfNieGAd9bAo6

mike: XS0EayCP1CKN. kpontiik/tlxLFSaVIVE
tDmg:hBSkrGZﬁFlqu dEﬂlSEl:bfthLFEa‘IWE
bill:6bFseyIISRxVY ataa:b/tlxLFSavivE

quest : o InaTIvasgzye josh: ZHWPOhASis3JE

At the county election supervisor’s office, the results from all the polling
places are tabulated using aprogram called GEM S and the password wasin the
user manual.

The election supervisor can change“ GEM SUSER,” but later I’ll show you
how even aten year-old could changeit right back.
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Entiar pour wser kgon nams and pesseaord .0, GEMELSER).
Al Thes poenl Wlindows will slart
The password for the

Serting System Date and Tims GEMS program is

“GEMSUSER”
l.hrl\'l'lrluicrm starts, &t 1ha bottom righfl comee of (ke scroen is the systam

SACCAFY DATA INIT(CSwarcCardEnublg)

Supervisor access at the polling place m_Byhcolevel = '0';

is granted by the password 1111. m_I0 = _T("D1234567890") :
Instead of allowing supervisors to m_EE‘-’Elg = 1

- . . m Lewvel = =1:
control the password, it is written into m Levels = -1;

the source code and printed in the m_Parcy = -1:

manuals. m PIN = _T("1111"):
m_Type = VOTER_CARD:
FfYPRAFX _DATA INIT

== ADMIN_ CARD)) I
st = WC_MNOARCCESS:
I elae |
CVoterInfo writeVoterInfo:
writeWoterInfo.m_CardType = VOTER CARD;
writeWoterInfo.m Wersion = WCI VERSION1:
writeWoterInfo.m_ElectionKey -_pUI_‘,uEdInfu-;\-m ElectionId:
writeWoterInfo.m_WCencer = CUCEHCEE[HUCEEHIHED—}H YCancerId)
writeWoterInfo.m DL¥Wersion = pWCardInfo->m DLVersion:
writeWoterInfo.m_Reporcunitc = CD:I.EL'.I::I.I:C[HUEE.EEI.IH.II:I—}m_F‘EEI::I.nI:L'.II:l].'
writeWocerInfo.m_ Baseunit = CBaseunit (pWlardInfo->m Portionld) :
writeWoterInfo.m_Councerfroup = CCounterGroup (pVCardInfo=>m GroupId) :
writeWorterInfo.m Weroupl = C'l.l'E-El:ILlr,l[DUEEEElInII:I—:\m_UG-EIZqulII:l]:
writeWoterInfo.m_WeroupZ = CVGroup (p¥CardInfo->m Weroup?Id) :
scecpy (wriceVocerInfo.m PIN, "1111%):
scecpy (wriceVocerInfo.m Descripcion, ""):
welteVorerInfo.m_Flagsl = (UCHAR) [ (pVCardInfo-»m_Flags & 0x07) |
HNEWTYPE CARD) »
writeVoterInfo.m Flagsz = (USHORT) (pWCardInfo-»m_Flags >» 4):
writeVorerInfo.m VorerSHN = pVCardInfo->»m VoterId;

if [m_cardReader.Write [vriteVoterInfo)] != SHC_OK)
st = VC_FAILEDWRITE;
elae
sr = VC_OKAY;
i
H
if fm CardReader.IsOoeniil |
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Perhaps we should run some elections.

A cracker who wantsto pretend heisthe county elections supervisor might
start by installing one of the GEM Svote-tallying programs on hishome computer.
GEMSisonthe central computer at the county elections office. Thisisthe soft-
warethat createsthe ballots before the election, and it al so tabul ates the incoming
votes from the polling place when the polls close. The same GEMS program
handl es both touch screens and optical-scan machines.

If you were to select any of the many vote databases tagged to cities or
counties, you could practice tampering with electionsusing real softwareand real
vote databases.

Any computer that has Windows seemsto work, but meticul ous peoplewould
follow theinstructionsleft on the FTP site and put the GEM S program on aDell
PC withWindows NT 2k installed.

So many versions of the GEM S program, so little time. A good version to
start withwould be GEM S 1.17.17 — according to NASED documents posted on
the Internet by The Election Center, that wasthe officially certified version of
GEM Sduring the general electionin November 2002.

A folder called “PimaUpgrade” might be agood choicefor ahacker livingin
Tucson, and the new 1.18 series was also available. An even newer program,

Ii__-:lm-eua:lIE:u'r:rtlr echon.zip (B3 counties Ga.3

[5) slsrmedalmiiprimarydat shass. oip |F: r——— Et_—'el:itnn.:p

(X2 adarvondan ganaral whaction § 102,50 [E3) Bicr cheesber (English)®. zip
lF—_.“"“""-'"-E"':H";:"“ 1) Diorchaster Scremn Shots, 5o

(£ ey Screen Shoks.zp (3 Do chasster dwdio. zip

() Aibegarrrbrucho. 2ip [E5) dorchester-fioed. 2n

[ cobb-cormected-100102-backp. 30 () sipasn.3p

|F_C:vbbca.rl'_-'\:=n:1a 2ip Euul.lli-ﬂ.-

(D mentgomery_85_ttyes.op [0 Firab-lesgansfi- | 0-02primarsy 1 302 ver 1 changes. 4
R Montgumenyfudol 2 [E2) Final - abesgany 3-10-02 primary B-13-02 ver 1,290
(ES o ol slection. 0 (E2 Final - sbegany -10-02 primary.zp

IF—_ Ceblands-30-02.2ip (I3 finall morkgomery B-10-02 primary 5-14-02 Yer i 5p
({31 officat-sipssn.zp (=] Florida ballot station 4-3 certfication general. 2
(I g avredd oy riuaislaned daf ahases, 5 |'|°‘_ ForsythColC-2.230

E—r TR, T L (M2l ForsythCohic_Cathizp
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version 1.19, was put on the FTP site on January 26, 2003, just three days before
it wastaken down.

Faking your own touch screen machine

Suppose you wanted to simulate an actual touch screen voting machine. You
need to activate those with a smart card, and the average desktop computer isn’t
set up for that. Put theword “votercard” into atext search on the Diebold files,
and thispopsupinafilecalled “votercard.cpp,v’

wi-10-19:1.5
w3i-10-18:1.5
bl-1-3-votercard-hack:1.5.0.4
w3i-10-17:1.5
wi-10-16:1.5

zx2 _AMN_1CE«1 L

Well...what the heck isthisfile? What kind of fileisa“cpp?’

The suffix “cpp” standsfor “ C++,” and thesefiles are source code. “ Source
code” containsthe commands given to the computer that tell it how to executethe
program. Many people are surprised to learn that source code files consist of
English-like programming commands that people can read. After software engi-
neerswritethe program, inthiscasein C++ language, it isthen compiled to make
it machine-readable.

Thecvs.tar filethat Diebold left onitsWeb
site was a source code “tree” for the program
used to cast votes on touch screens. The tree
contains more than program commands; it in-
cludesthe history of Diebold’s software devel - j Yotercard.cpp, v
opment process, going back all theway back to
Bob Urosevich'soriginal company, I-Mark Systems, through Global Election Sys-
tems, and including 2002 programming under Diebold Election Systems.

*_Efl s, bar
[ JAccuioke
) ¥otercard

TheVotercard.cpp,v, fileisfound in adirectory called Votercard, in acvs.tar
directory called AccuVote.
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Now, if I’'m acracker and | get the “Votercard.cpp,v” file off the Diebold
Web site, and I’ m running acomputer that really isn’t avoting machine but want
tofigureout how it works, hereitis: aneat little program that can cancel out the
card reader entirely. Diebold handed me the road map and helped mefind it by
naming it “votercard-hack.” Any moderately skilled programmer will know how
to pasteit into the latest touch screen source code, recompile, install, and start
playing around.

“Votercard-hack” takesyou straight to the source code commands you need:

L eaving other people's pantsunzipped

It’s bad enough when you leave your own sensitive stuff on the Web. But
Diebold exposed other people’s confidential information, also. Diebold left 15,900
of Microsoft’s proprietary Windows CE source codefilesonits public web site,
ready to assemblelike a set of legos.

The Microsoft Windows CE Platform Builder isaset of development tools
for building aWindows CE operating system into customized gadgets. You are
supposed to have alicenseto useit, and, according to Bill Cullinan of Venturcom
Inc., aWaltham, M assachussetts-based Windows CE distributor and devel oper,
thekitiscertainly not free.

“The Platform Builder development kit for the new Windows CE .net runs
about $995,” hetold me. “ Earlier, the cost was up over $2,000.”

2 appendix F - acceptance test specifications.dor — [TCCTest.exe
@2 appendix & tpd4 supervisor test procedure.htm [C5) Appendix E Testing Procedures

2 appendix bS - sample test plan, doc | FarsythTEST. zip

@2 appendix b4 - sample test procedure, doc E Ciber BRC Resulks Impaort, zip

@2 appendix b3 - kest incident report, doc [T Penn certification docs. zip

@2 appendix b2 - kest log.doc (£7] secretary of state testing- final.zip
@2 appendix bl - kest standards. doc E D wvle.zip

E PixEZ-kestwork, zip kesth.Frm

beske.Frm
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Any cracker in theworld could access
the pricey Microsoft developer’s platforms
through the Diebold FTP site.

“Supid or evil?”
Though many companies
maintain FTP sites, not
many | am aware of store
source code and customer
filesin plain sight.

— Atraides

Despite anoticethat says, “ You may not
copy the [Hewlett Packard] Software onto
any public network,” copies of the Hewlett
Packard softwarewere onthepublic FTP site
hosted by Diebold.

A document marked “Intel Confidential”
pertaining to microprocessor development for personal PCswason the FTP site,
along with the Merlin PPC Sourcekit for personal PCsand the Intel Cotulladevel-
opment kit, and board support packages for Microsoft Windows CE .NET and
PocketPC 2002.

So, Diebold expects usto trust them with our vote, yet they are quite cavalier
with other people'sintellectual property and, aswe will seein the next section,
with people's personal information.

Parked on the Diebold FTP site: Private info on 310,000 Texans

Johnny May, perhapsthe nation’s leading expert on identity theft, has sober-
ing information for you about the Internet and your security. Identity thieves can
work anonymously from anywherein theworld and, armed with your social secu-

R —
{5 P misca gaiiniad. i [Tz 43 Sinbe 3p

(15 P ~acages frand 3 [T _STATT AT [ ran-sit sbassicls_ncne)l oips
(5] e ﬂ;-;..'. STRTE D) [ahabnadds-is ] i

() o A a0 20
(T o e b
(2] e g i ol S i

[EERS T ]
(il e Y. 30
1T ol e,

2 L bmpe. oy

(15 errceivgergin: TF

(1) period vt 2P

(B eiTodsbelin 20

[ B P

1171 btV peaeC v _repaed. op
1150 Bt Formmredcd it ap
Itlj-uhum-u:l-u;:

(15) pbaraarphared Firal 5

(15 pebararrard 3

{15 £ Moheamniaboiisder, g

{17 3e# Halrort dahabene 1

117 MC At grarar e i o
tﬁl'.f"rulﬁl:ql_'u

(3 rrraschal wmolz sp

13 Mardnemery Eralehic- an
ﬂ'\'.H-ul'iwn-ll-r el Coechwsder. op

13 <1 1 0D pirssgm=ar sl =p

| ] Mot remary orimany 2000 DE-ELA12 - .o
B oo, #0 Brwman e SN g

B T ok g gereedd 102302 g
1] Firaal ochaed diorchasier pemaral 10-3-00 g0

148



rity number and afew other details, can quiteliterally ruinyour life. And all they
need isyour name, address and birthday to get your Social Security number.

Thefileson the FTP site were ahodge-podge. During the writing of this
chapter, | tried to take amore compl eteinventory.

Tucked into onefolder, buried about three-deep in the directories, was a
filethat contained personal information for 310,000 Texans.

People have aright to privacy, evenin the Internet age. Any woman who
has an abusive ex-boyfriend will tell you that she doesn't want her apartment
number published on an open web site. Child custody cases can get nasty.
Thieveswho find adatabase like the oneleft in the open by Diebold may try to
sl theinformation.

Inthisfilewerebirthdays. First, middle and last names. Street addresses.
Apartment numbers. School districts. Political affiliations. Voting habits. Yes, |
assumethey will say it was somekind of voter registration file, but it doesn’t
look quite precisely likeone. Each kind of information (name, zip code, etc.) is
calleda“field.” Thisfilehad 167 fields, which included datafrom about three
dozen elections, logged in over a period of several years by many different
people. Ninety-five thousand people from Plano arein thisfile, and acouple
hundred thousand more from Richardson, McKinney, Wylie, Dallas and sur-
rounding areas.

Because of thisfilel know that Bob L. of PlanoisaRepublican and likesto
do early voting, and that he and hiswife are the same age. But does Bob know
that Diebold hung hisundies out thewindow for all to see?

Yes, | know. Someone will explain to methat you can buy voter registra-
tion filesfor anominal fee. But that doesn’t mean you can buy those lists and
stick them on the Internet (and what was Diebold doing with thisinformation
anyway?).

And doesBob Urosevich, the President of Diebold Election Systems, know
that hiswife and daughter had their private information on that web site too?

And what do Diebold and the other guardians of our vote have to say
about this?
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“We protect the Bill of Rights, the Constitution and the
Declaration of Independence. We protect the Hope
Diamond. Now, we protect the most sacred treasure we
have, our secret ballot.”'’

— Diebold CEO Wally O’Dell

“For 144 years, Diebold has been synonymouswith security, and we take
security very seriously in all of our products and services.”

— Diebold web site

“Sometimes our customers use the FTP site to transfer their

own files. It has been up quite some years. People go there

from counties, cities, sometimes there is stuff there for state

certification boards, federal certification, a lot of test material
gets passed around.”1®

— Guy Lancaster

Diebold contractor, 2/03

...the current group of computer ‘wizards’ who are so shrilly attacking ... are

no longer behaving like constructivecriticsbut rather asirresponsiblealarmists
and it's getting a little old.

— DanBurk

Regidtrar of Voters

Washoe County, NV

(from Diebold web site)

“They’re talking about what they could do if they had access to
the [computer program] code...But they’re not going to get ac-
cess to that code. Even if they did, we’d detect it.” 1°

— Dr. Britain Williams
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“Our ongoing investigation has found no merit to the
insinuations of security breaches in our election solutions.” 2°

Joe Richardson
Diebold spokesman
Feb 2003

Harris: (follow up question) “So if there were 20,000 files
including hardware, software specs, testing protocols, source
code, you do not feel that is a security breach?”

Richardson: [shuffling papers] “Our ongoing investigation has
found no merit to the insinuations of security breaches in our
election solutions.”?°

“ The scientists are under mining people's confidence in democracy,” Townsend
said. “ None of the critics is giving any credence to the extensive system of
checks and balances that we employ internally.”

Mischelle Townsend
Registrar of Voters
Riverside County, CA
Associated Press8/17/03

"It is all fine and well to upload results over the internet, but

we don’t exactly have a lot of experience in internet security

in this company, and government computers are crackers
favorite targets.”

Barry Herron

Diebold Regional Manager

Diebold internal E-mail - 2/3/99
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Chapter 8 footnotes

1—-"If You Want To Win An Election, Just Control The Voting Machines” by
Thom Hartmann: http://www.commondreams.org/views03/0131-01.htm. Thom
Hartmann is the author of Unequal Protection: The Rise of Corporate Domi-
nance and the Theft of Human Rights (www.unequal protection.com)

2 — PUBLIC RECORD ACT REQUEST: Responding Agency: Alameda
County Registrar of Voters filed by Jim March on July 29, 2003. http://
www.equal ccw.com/voteprar.html

3— PUBLIC RECORD ACT REPLY: Responding Agency: Alameda County
Registrar of Voters filed Aug. 8, 2003. http://www.equalccw.com/
alamedafollowup.pdf

4 — The Palm Beach Post: 17 Sept. 2002; “Reno consults electronic voting
foe”

5 — Unpublished interview of three experts on electronic voting, by William
Rivers Pitt, author of The Greatest Sedition is Silence. Excerpted on Demo-
cratic Underground Aug. 1, 2003. Pitt also wrote War in Iraq and Our Flag
Too: The Paradox of Patriotism.

6 — The Risks Digest, Vol. 22: Issue 25. Monday 23 September 2002: Memo
from Chris Riggal, press secretary for Cathy Cox, Georgia Secretary of State.

7 — Georgia Secretary of State Press Office; Media Backgrounder: Multi-
level Equipment Testing Program Designed to Assure Accuracy & Reli-
ability of Touch Screen Voting System

8 — Diebold AccuTouch Technical Data Package TSx, final certification; Ap-
pendix D: Quality Control Manual and Appendix E: Testing Procedures,
submitted to Wyle Laboratories for certification in Jan. 2003.

9 — RFP Sec 3.28, “Schedule for Deployment,”# submitted by Diebold Elec-
tion Systems to the state of Georgiain March 2002.

10 — Feb. 11 2002: Interview of Michael Barnes, Assistant Director of Elec-
tionsfor the state of Georgia, by Bev Harris. Full unabridged interview can be
found in thelibrary at www.blackboxvoting.org

11 — Feb. 12 2002: Interview of Dr. Britain Williams, NASED certfication
board, official voting machine certifier for the states of Georgia, Maryland
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and Virginia, by Bev Harris. Full unabridged interview can be found in the
library at www.blackboxvaoting.org

12 — The Register, February 2003, republished Aug. 2 2003; “ Computer ballot
outfit perverts Senate race, theorist says” by Thomas C. Greene. http://
www.theregister.co.uk/content/55/29247.html and (read also) http://
www.theregister.co.uk/content/35/29262.html.

13 — AccuPoll voting system: http://www.accupoll.com/Products/Topl10/
index.html; “Non-proprietary hardware and open source software significantly
reduce both initial acquisition and ongoing maintenance costs.”

13a—Diebold internal Email, 4 April, 1999. From lan Piper to Talbot Iredale.

14 — The Baltimore City Paper, 19 February 2003; “Ballot Check: Computer-
ized Voting Comes Under Firein Georgia and California’ by Van Smith, and
Salon.com, 20 February 2003; “Hacking Democracy” http://www.salon.com/
tech/feature/2003/02/20/voting_machines/

15 — The Baltimore Sun, 25 July 2003; “New Study Says Maryland’s Voting
Machines Are Vulnerable to Hackers

16 — The Guide to Identity Theft Prevention, by Johnny May, CPP.Statistics
on identity theft are available from the Federal Trade Commission Identity
Theft Data Clearinghouse: “Figuresand Trends on I dentity Theft in Texas” http:/
/www.consumer.gov/idtheft/statemap/texas.pdf (2001) and http://
www.consumer.gov/sentinel/pubs/Topl0Fraud 2002.pdf (2002).

17 — Cleveland Plain Dealer, May 2002, interview with Wally O'Dell. Sent
out as a company press release in Sept. 2003.

18 — Interview with Guy Lancaster, 4 Feb 2003; According to Lancaster’'s
web site, he was in charge of the site for Global Election Systems; Lancaster
has a small computer consulting firm and was under contract to Global Elec-
tion Systems. When Diebold bought Global in Jan. 2002, they transferred re-
sponsibilities for the site to afull time Diebold employee, but kept Lancaster
on under a new contract.

19 — Washington Post, 28 March 2003; “New Voting SystemsAssailed; Com-
puter Experts Cite Fraud Potential ”

20 — Interview with Joe Richardson, Diebold spokesman by Bev Harris, Feb
2003.
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